Usage Instructions
Follow the below document for the usage and instructions
Login to your AWS Account using AWS management console.
1. Requirements to Deploy EC2 Instances in AWS Console
As part of the deployment process first we need to download the CloudFormation template from the Marketplace. After clicking "Continue to launch" you need to download the CloudFormation template (CFT) provided in the deployment template section.
1.1 Network Requirements
· VPC Structure: 
· Deploy a VPC with 2 private subnets for high availability across multiple Availability Zones (AZs)
· CIDR Range: 
· Document the VPC CIDR range (e.g., 10.0.0.0/16) for security group configurations to allow traffic between components
1.2 DNS Resources
· Navigate to Route 53 resource from the AWS console
· Hosted Zones: 
· Private Hosted Zone: For internal resources
· SSL Certificate: 
· Go to the AWS Certificate Manager
· Obtain the ARN of the SSL certificate from AWS Certificate Manager (ACM) to enable HTTPS
· Internal Zone ID: 
· Document the Hosted Zone ID for internal DNS configuration
· Subdomain Approach: 
· Case 1: Domain is in the AWS root account
· Case 2: Domain is in the same account as AVRIO deployment
· Case 3: Using a public hosted zone without a subdomain
1.3 SMTP Configuration
· Navigate to AWS Secret Manager from the console and select the SMTP secret and create the secret

2. Usage Instructions
We need to navigate to the EC2 resource page from the AWS console and verify
2.1 Post-Deployment Verification
· Check DNS Configuration: 
· Verify Route53 records are created
· Edit the hosted zone with VPC associations if needed
· Ensure a DNS record points to the load balancer
· Access the Application: 
· Retrieve admin credentials from AWS Secrets Manager
· Wait for DNS propagation (15 mins)
· Access the application via the configured URL (e.g., envname.avrio.trianz.com)
2.2 Resource Validation
Confirm the following are deployed correctly:
· EC2 Instances: 
· Navigate to EC2 dashboard and verify all instances are created with the CFTstackname tag in the same region
· Check instance status: Ensure all instances show "running" state
· Verify Status Checks: Both System Status Checks and Instance Status Checks should pass (2/2 checks passed)
· Click on any instance and check the Monitoring tab to verify CPU, network, and disk metrics are being reported
· Application Load Balancers (ALBs): 
· Internal/external ALBs configured
· Navigate to Target Groups and verify all EC2 instances are registered and showing "healthy" status
· Security Groups & IAM Roles: 
· Correct permissions applied
· Verify security groups allow traffic between EC2 instances, ALB, and RDS
· KMS & Secrets Manager: 
· Encryption keys and secrets properly stored
· Verify all the required secrets are created like admin secrets, DB secrets in the AWS Secrets Manager dashboard (e.g., secret name will be created with the name extrica/admin-creds-CFTstackname)
· Lambda & Glue: 
· Functions and databases created
· Route53: 
· DNS records propagated

3. Upgrade Instructions
· Backup Data: 
· Take snapshots of RDS databases
· Create AMI backups of EC2 instances
· Update CloudFormation Stack: 
· Upload the new template version via the AWS Console
· Monitor Rollout: 
· Check CloudFormation events for errors
· Monitor EC2 instance replacement/updates during stack update
· Post-Upgrade Checks: 
· Re-validate DNS, ALB, EC2 instance health, and application functionality

4. CloudFormation Delivery Instructions
4.1 Launching the Stack
· Access CloudFormation: 
· Navigate to the AWS CloudFormation Console
· Click "Create Stack" > "Upload a template file" (AVRIO AMP template)
· Select template resource as Amazon S3 URL, enter the parameters
4.2 Configure Stack Inputs
· Stack Name: 
· Unique identifier (e.g., avrio-prod)
· Network Configuration: 
· Stack Type: Select External or Internal
· VPC ID: Enter the VPC ID from preparation
· CIDR Ranges: Specify for network segmentation
· Subnets: Select the 3 public/3 private subnets
· SSL Certificate ARN: Enter the ACM ARN
· EC2 Configuration: 
· Instance Type: Choose based on workload (e.g., t3.xlarge, m5.2xlarge)
· Key Pair: Select EC2 key pair for SSH access
· AMI ID: Pre-configured AVRIO application AMI (automatically selected)
· Auto Scaling: Configure min/max/desired instance counts
· DNS Configuration: 
· Hosted Zone ID: Enter the documented ID
· Application URL: User-facing domain (e.g., app.avrio.example.com)
· SMTP Configuration: 
· Secrets Manager Name: SMTP credentials secret name
4.3 Finalize Deployment
· Review Parameters and Click "Create Stack"
· Monitor progress in the Events tab
· Watch for EC2 instance creation and initialization completion

